 Euro-DOCSIS DIGITAL CERTIFICATE

AUTHORISATION AGREEMENT

This Agreement, dated ___________, ____, is by and between Excentis (“Excentis”) with offices at Sint-Denijslaan 489, B-9000 Ghent, Belgium,  Tel: +32 9 269 22 91, Fax: +32 9 329 31 74.

and

________________________, a _________________________with its offices located at:

_________________________________________“Vendor.”

RECITALS

Excentis is a company that performs the Euro-DOCSIS certification testing on behalf of the Euro-DOCSIS Certification Board.

Vendor manufactures cable modems and/or cable modem termination systems (“Device”) that are to be part of a cable system compliant with the Euro-DOCSIS Specifications, as defined hereunder;

Vendor’s Device was, with the exception of the Digital Certificate described in the next paragraph, built in compliance (as may be ultimately determined by Excentis) with Euro-DOCSIS version 1.1 or such later version (“Euro-DOCSIS Specifications).

Compliance with the Euro-DOCSIS Specifications requires that a Euro-DOCSIS Manufacturer Certificate Authority (“CA”) Certificate signed by the Euro-DOCSIS Root CA and a Euro-DOCSIS Manufacturer Code Verification Certificate signed by the Euro-DOCSIS Root CA (“Digital Certificate” or “Digital Certificates”) are contained in Vendor's cable modem and, separately, in Vendor's code file for its cable modem. A Vendor’s code file for its cable modem termination system (“CMTS”) may have a Euro-DOCSIS Manufacturer Code Verification Certificate signed by the Euro-DOCSIS Root CA. These Digital Certificates ensure security to the data, video and voice signals as well as the software code downloaded to a Device operated on a Euro-DOCSIS cable system through a chain of electronic signatures.

Excentis has contracted with an organisation that will issue digital certificates to Vendor as well as enabling Vendor, as Certificate Authority, issue cable modem digital certificates; Vendor may not receive Digital Certificates signed by the Euro-DOCSIS Root CA from said organisation, which may or may not include the ability to become a Euro-DOCSIS Certificate Authority, without Excentis’ expressed authorisation; Excentis is willing to provide Vendor with Excentis’ expressed authorisation for Vendor to receive Digital Certificates and so long as Vendor agrees to the provisions stated herein;

NOW THEREFORE, in consideration for the mutual covenants as stated herein, Excentis and Vendor agree as follows:

A.
Digital Certificate Authorisation

1. Excentis hereby authorises Vendor to receive a (check which box is applicable):

(
Manufacturer CA Certificate

Vendor’s information contained in the “Subject” field of Manufacturer’s CA Certificate as specified by of the Euro-DOCSIS Specifications (per Euro-DOCSIS Baseline Privacy Plus Requirements):

________________________________________________

________________________________________________

________________________________________________

________________________________________________

________________________________________________

________________________________________________

________________________________________________

(
Manufacturer Code Verification Certificate

Vendor’s information contained in the “Subject” field of Manufacturer’s Code

Verification Certificate as specified by of the Euro-DOCSIS Specifications (per Euro-DOCSIS Baseline Privacy Plus Requirements):

________________________________________________

________________________________________________

________________________________________________

________________________________________________

________________________________________________

2. Vendor shall not embed the Digital Certificates in any Device that is not compliant (as may be ultimately tested by Excentis and determined to be compliant by the Euro-DOCSIS Certification Board) with the Euro-DOCSIS Specifications. Vendor shall also not embed any Digital Certificate that Vendor knows or should have known was stolen, intercepted or otherwise compromised in any way.

B.
Term and Revocation

This Agreement shall be in effect until terminated by Excentis pursuant to this Agreement. Excentis may revoke its authorisation for Vendor to receive a Digital Certificate, thus leading to the Digital Certificate becoming invalid, and terminate this Agreement in the following instances:

1. If Vendor uses any Digital Certificates in a Device or any other product or application that is not compliant, in Excentis’ reasonable determination, to the Euro-DOCSIS Specifications (“Wrongful Use”). In addition to revoking Excentis’ authorisation for Vendor to receive a Digital Certificate, Excentis shall receive all net revenue Vendor receives from Wrongful Use. Excentis’ receipt of revenue from Wrongful Use is in addition to any damages Excentis is entitled to receive by law;

2. If Vendor’ Euro-DOCSIS Manufacturer CA private key or Euro-DOCSIS Manufacturer Code Verification Certificate private key have been lost, stolen, intercepted or otherwise compromised in anyway;

3. A court or governmental agency orders Excentis to revoke Vendor authorisation;

4. Vendor is in breach of this Agreement or its agreement with the organisation signing the Digital Certificate.

If Vendor’s Digital Certificate is revoked, Vendor is to discontinue using that Digital

Certificate and cease imbedding or otherwise using such revoked certificate in its Device. Excentis may make public information regarding revoked Digital Certificates so that Devices deployed in the cable systems are invalidated accordingly.

C.
Warranty and Indemnity

1. Warranty:

a. Vendor warrants that Vendor’s Device is built to comply with Euro-DOCSIS Specifications.

b. Excentis warrants that it has the authority to authorise the issuance of the Digital Certificate.

2. Indemnification:

a. Vendor shall indemnify and hold Excentis harmless for any claim arising from or related to the use and implementation of Digital Certificates, unless such claim arises from Excentis’s gross negligence or willful misconduct.

b. Vendor shall indemnify and hold Excentis harmless for any claims from the organisation Excentis has contracted to issue digital certificates to Vendor and to enable Vendor issuing cable modem digital certificates, and for any damages caused by Vendor to said organisation.
c. The indemnification obligations mentioned in Sections 2(a) and 2(b) above shall be subject to: (i) Excentis promptly notifying Vendor, in writing, as soon as practicable after Excentis receives notice of any claim, (ii) Vendor having the sole control of the defence and all negotiations for any settlement or compromise of such claim, and (iii) Excentis extending reasonable efforts to the Vendor for any such settlement or compromise.

D.
Notifications

1. Vendor shall inform Excentis as soon as is practicable, in writing, of any security breach arising from or related to the Vendor’s Digital Certificate and associated private key(s). The written information shall consist of the Vendor’s name, the “organizationName”, as defined in the Euro-DOCSIS Specifications, and the certificate serial number of the corresponding Digital Certificate.

2. Vendor shall inform Excentis immediately in writing of any compromise known to Vendor of its private keys for its Devices that are chained to the Digital Certificate. The written information shall consist of who currently owns the cable modems (if discernable) that have the compromised private keys, along with the cable modem MAC address, and each cable modem certificate serial numbers.

3. Any notices required or permitted to be made or given to either party pursuant to this Agreement shall be in writing and shall be delivered as follows with notice deemed given as indicated: (a) by personal delivery when delivered personally; (b) by overnight courier upon written notification of receipt; or (c) by facsimile transmission upon acknowledgment of receipt of electronic transmission. All notices must be sent to the address set forth below, or to such other address as the receiving party may have designated by written notice given to the other party:

For Excentis,

Attention: Luc Martens

Sint-Denijslaan 489
B-9000 Ghent

Belgium

Tel: +32 9 269 22 91
Fax: +32 9 329 31 74
email: luc.martens@excentis.com

and

For Vendor,

______________________________________

______________________________________

______________________________________

______________________________________

______________________________________

E.
General Provisions

1. Validity Period. The Digital Certificate’s validity period is described in the Excentis’ Euro-DOCSIS Specifications that are readily and freely available to the Vendor.

2. Amendments. With the exception of Vendor’s conformance to the Euro-DOCSIS Specifications, which changes from time to time, no amendment or modification hereof shall be valid or binding upon the parties unless made in writing and signed by both parties hereto.

3. Waiver. Any waiver by either party hereto of any breach of this Agreement shall not constitute a waiver of any subsequent or other breach.

4. Severability. If any provision or provisions of this Agreement shall be held to be invalid, illegal or unenforceable, the validity, legality and enforceability of the remaining provisions shall not be in any way affected or impaired thereby.

5. Headings. The headings of the several sections of this Agreement are for convenience and reference only and are not intended to be a part of or to affect the meaning or interpretation of this Agreement.

6. Survival. Sections B(1), C, E(6) and E(8) shall survive any termination of the Agreement.

7. Assignment. Vendor may not assign this Agreement without the express, prior written approval of Excentis.

8. Governing Law. Any disputes arising from or related to this Agreement shall be governed in accordance with the laws of Belgium as applied to transactions taking place wholly within Belgium between Belgian residents without regard to its choice of law provisions and the courts of Ghent, Belgium, will be solely competent.

9. Entire Agreement. This Agreement embodies the entire understanding of the parties with respect to the subject matter hereof and merges all prior discussions between them, and neither of the parties shall be bound by any conditions, definitions, warranties, understandings or representations with respect to the subject matter hereof other than as expressly provided herein.

In witness whereof, the parties hereto, intending to be legally bound, have executed this Agreement.

Excentis           



________________________________

By: ______________________

By: _____________________________


Luc Martens

CEO




Print Name: ______________________



Print Title: _______________________
